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PLATAFORMA DE
SEGURIDAD-OPEN
SOURCE, EN LA
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Monitorizacion de la seguridad de
los servidores.
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SITUACION DE PARTIDA i ot tono

=Sin SIEM, ni EDR/XDR, - antivirus (apex-one) solo en windows
=Sobre los servidores:

sen qué estado estan?

cestan actualizados?

¢controlamos los accesos?

cestan todos vivos?

=Necesidad de una herramienta para controlar el estado real de los activos:

- Version del SO real, no la de la CMDB

- ¢estan actualizados?

- ¢Tienen vulnerabilidades los SOs o las aplicaciones instaladas (las reconocidas y con CVS) ?
- ¢Se detectan ataques en ellos?—> Funcionan las medidas de los FW de perimetro?
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HERRAMIENTA SELECCIONADA sl Cosel i

wazun

The Open Source Security Platform

Razones:

 Open-source

« Escalable

« Compatible con la mayoria de los SO

A Linux =% WINDOWS @ macos

RPM amdiGd RPM aarchgd Intel

DEE amd&d DEE aarchiéd Apple silicon
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;Qué es Wazuh?

=Wazuh, plataforma Open-Source de seguridad , capacidades de:
- XDR
- SIEM

- Solucion basada en agente (ysinagene) HIDS

;Qué ofrece Wazuh?

Deteccion de Analisis de Monitorizacion Deteccion de Evaluacion de la Cumplimiento Seguridad en la Seguridad en
intrusos Informacion de Integridad de vulnerabilidades Configuracion Normativo nube contenedores
los Logs Archivos
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WAZUH EN LA UPV/EHU: PRIMEROS PASOS (1) colfliss Bt

Crear la infraestructura de servidores ... (PoC pequeno)

Configuramos:
1 Servidor de Dashboard

2 servidores de Master/Worker+ indexer

Instalar el Agente en los equipos de produccion.
Proceso lento y dependiente de los técnicos...

(Conclusion)->Necesidad de herramienta para estas instalaciones.....

Agrupar los equipos por areas y subareas.

Muchos Logs.... ® Nos hemos quedado cortos en el dimensionamiento:

Anadimos mas servidores a la infraestructura . Y la adaptamos a las especificaciones
dadas por Wazuh.
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WAZUH EN LA UPV/EHU: PRIMEROS PASOS (2) colfliss Bt

Endpoints Wazuh central components

B G w.servercostr | Servidor de Dashboard
— : 4 Servidores de Master/Worker
& Master node : Wazuh users

z N | — , W.dashboard | 4 Servidores de Indexer
1 o o 9.
! Wazuh agent e} -

Nodes communication
master- worker
Laptop : :
: : C W. Indexer
=== Wazuhagent : : E Worker node
7 : . % %
load balancer : Analysis engine O Wazuh indexer node
-, N M L]
Cloud instance ' . b
. . ® i.n — ® 1.n
Wazuh agent ¢ (]
E Worker node ¢ Wazuh indexer node

: . Analysis engine Filebeat
g Ve : =1
‘ Wazuh agent : .



WAZUH EN LA UPV/EHU

:QUE ESTAMOS MONITORIZANDOQ? olieidad sl

558 Servidores con agente (servidores Web, BD, etc)
M365

Cisco Umbrella y DNSs internos

Fw Perimetral

Antivirus (Apex-One)

VPNs (Cisco ASAy Forti)

Logs de Aruba (WIiFi)
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Modules

wazuh. v

Total agents

558

Aclive aganls

532

SECURITY INFORMATION MANAGEMENT

Security events @ Integrity monitoring

Alerts related fo fle changes, includng permissions, content,
ownership and atiributes.

Erowse through your security slerts, identifying issues and threats in
your environment

Office 365

Security events related to your Cffice 365 services.

THREAT DETECTION AND RESPONSE

@ VirusTotal

Alerts resulting from VWinesTotal analysis of suspicious files via an
integration with their AP

Vulnerabilities

Discower what apolications in your environmeant are sfected by wel-
knowmn vulnerabifies.

MITRE ATT&CK

Security events from the knowledgs base of adversary iactics and
technigues besed on reakworld cogervatons

Disconnected agants

25

-
—0—
-0—

Pending agents Mever connecled agenls

1

AUDITING AND POLICY MONITORING

Policy monitoring _~L'v’ System auditing

‘erify that your systems are configured according to your security

policies bazeine. zccass to crfical fles.

Security configuration assessment

Scan your assets as part of a configuration assessment audit.

REGULATORY COMPLIANCE

PCI DSS Eu NIST 800-53

Glotal security standard for entities that process, store or transmit
payment cardhalder data.

Mational Instifute of Standards and Technology Special Publication

GOPR

Senaral Data Prodection Regulation (GDFR) sets guideines for
processing of personal data.

Audit users behavior, monitoring command execution and alerting on

200-32 (MIST 200-53) =ets guidelines for federal information systems.
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WAZUH EN LA UPV/EHU: PRIMEROS DATOS sl Em)

Sistemas Operativos
B CentOS Linux 6.10

B CentOS Linux 7.8
CentOS Linux 7.9

- Visibilidad de Versiones de SOs.

« Algunos muy obsoletos

Microsoft Windows 10 Enterprise LTSC 2021

10.0.19044.4412
Microsoft Windows Server 2003, Enterprise Edition

Service Pack 2 5.2.3790
B Microsoft Windows Server 2008 Enterprise Edition

full) Service Pack 2 6.0.6003
M Microsoft VWindows Server 2008 R2 Standard

- Equipossin actualizar.

. |
icrosoft VVindows Server 2008 Standard Edition

Service Pack 2 6.0.6003
B Microsoft Windows Server 2012 R2 Standard

6.3.9600.20778
B Microsoft Windows Server 2012 R2 Standard

6.3.9600.21620
M Microsoft Windows Server 2016 Standard

8.0 14393.6167

- Equipos actualizados, pero con “Falsa”
creencia de seguridad.
indows Server 2016 Standard

« Visibilidad de los LOGs de los propios ,
Servidores de forma centralizaday ot Windows Server 2016 Standard
Cata |Oga d a . > gsoft Windows Server 2016 Standard

4393.6981
osoft Windows Server 2019 Standard

0.0.17763.3406
icrosoft Windows Server 2019 Standard

10.0.17763.4645
Microsoft Windows Server 2019 Standard

10.0.17763.5206
B Microsoft Windows Server 2019 Standard

10.0.17763.5329
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Modules

wazuh. v

Total agents

558

Aclive aganls

532

SECURITY INFORMATION MANAGEMENT

Security events @ Integrity monitoring

Alerts related fo fle changes, includng permissions, content,
ownership and atiributes.

Erowse through your security slerts, identifying issues and threats in
your environment

Office 365

Security events related to your Cffice 365 services.

THREAT DETECTION AND RESPONSE

Vulnerabilities

@ VirusTotal

Alerts resulting from VWinesTotal analysis of suspicious files via an
integration with their AP

Discower what apolications in your environmeant are sfected by wel-
knowmn vulnerabifies.
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MITRE ATT&CK

Security events from the knowledgs base of adversary iactics and
technigues besed on reakworld cogervatons

Disconnected agants

25

-
—0—
-0—

Pending agents Mever connecled agenls

1

AUDITING AND POLICY MONITORING

Policy monitoring _~L'v’ System auditing

‘erify that your systems are configured according to your security
policies bazeine.

Audit users behavior, monitoring command execution and alerting on
zccass to crfical fles.

Security configuration assessment

Scan your assets as part of a configuration assessment audit.

REGULATORY COMPLIANCE

PCI DSS [ NIST800-53
| )

Glotal security standard for entities that process, store or transmit
payment cardhalder data.

Mational Instifute of Standards and Technology Special Publication
200-32 (MIST 200-53) =ets guidelines for federal information systems.

GOPR

Senaral Data Prodection Regulation (GDFR) sets guideines for
processing of personal data.
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Inventory Events

Vulnerabilities (175)

Search

Name

apparmor

apport

apport-gtk

binutils-comman

binutils-xB5-64- linux-gnw

badulils

bedutils

bedutils

bedutils

bedutils

Modules noclinux2
SEVERITY
@  Critical (10)
@ High (58)
@ Medium (80)
@ Low(19)
Version

2.13.3-Tubuntu5.3

2.20.11-0ubuntu2?.27

2.20.11-0ubuntu2?.27

2.34-Gubuntul.9

2.34-Gubuntul.2

2.34-0.1ubuntud.B

2.34-0.1ubuntud.6

2.34-0.1ubuntud.6

2.34-0.1ubuntud.6

2.34-0.1ubuntud.6

Vulnerabilities

Architecture

amd&d

all

all

amd&d

amde4

amded

amdéd

amdéd

amdéd

amdéd

High

o6

Last full sean
May 16, 2024 @ 19:37:55.000

Severity

Critical

Lovw

Lovw

Medium

Medium

High

Lowr

MMedium

High

MMedium

Ubuntu 20.04.1 actualizado pero con vulnerabilidades

Medium

90

Lasl partial scan

CVE

CVE-2016-1585

CVE-2022-2B653

CVE-2022-2B653

CVE-2022-48064

CWE-2022-48064

CWE-2018-7738

CVE-2013-0157

CVE-2016-5011

CVE-2014-2114

CWE-2024-28085

Lows

19

CV552 Score

75

CV553 Score

38

4.6

78

SUMMARY

Q-

figd noclinux2 (2492)

Mame R

fonts-opensymbol (13)

mongodb-clients {11}

bsdutils (8)

libopenexr24 (8)
(¢ Refresh fy Export formatted

WaL

Di=tection Time 7,

May 16, 2024 @ 19:37:46.000
May 16, 2024 @ 19:37:50.000
May 16, 2024 @ 19:37:50.000
May 16, 2024 @ 19:37:47.000
May 16, 2024 @ 19:37:47.000
May 16, 2024 @ 19:37:43.000
May 16, 2024 @ 19:37:46.000
May 16, 2024 @ 19:37:46.000

May 16, 2024 @ 19:37:48.000

May 16, 2024 @ 19:37:50.000

x



= O wazuh. ~  odukes licD6

Inventory Events

SEVERITY
. @ Critical (45)

@ High(325)

@ Medium (238)

® Low({l)

Vulnerabilities (1110)

Search
Mame 4 Version
Windows Server 2008 6.0.6003
Windows Server 2008 B.0.6003
Windows Server 2008 B.0.6003
Windows Server 2008 B.0.6003
Whindnare Saruar A R iNRNN2

Wulnerabilities @

Architecture

xBE

xBE

xBE

xBE

DETAILS

45 825

Last full scan
May 16, 2024 @ 19:33:33.000

Severity
hMeadium
High
RMedium
High

L E T

hedium

239

Last partial scan

Low

1

Mar 13, 2024 @ 06:27:31.000

CVE

CWE-2024-20692

CWE-2024-20683

CWE-2024-20680

CVE-2024-20674

MUE-2N2A-2NRRA

CW552 Score

CVE53 Score

3.7

78

B.5

88

fizh licOB (2442)

SUMMARY

Mame

@ Windows Server 2008 (1110)

3 Refresh

Detection Time 4,

Mar 8, 2024 @ 21:44:12.000
Mar 8, 2024 @ 21:44:12.000
Mar 8, 2024 @ 21:44:12.000
Mar 8, 2024 @ 21:44:12.000

Kar & 20034 & 71 AA1 7 i

Windows 2008-> 14 de febrero de 2020, Microsoft puso fin al soporte—> solucién Virtual Patching de Trend

chy Export formatted

WaL

x
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Total agents

558

Aclive aganls

532

SECURITY INFORMATION MANAGEMENT

=] Security events

Integrity monitorin
S [Z) imearity monitoring

Alerts related fo fle changes, includng permissions, content,
ownership and atiributes.

Erowse through your security slerts, identifying issues and threats in
your environment

Office 365

Security events related to your Cffice 365 services.

THREAT DETECTION AND RESPONSE

@ VirusTotal

Alerts resulting from VWinesTotal analysis of suspicious files via an
integration with their AP

Vulnerabilities

Discower what apolications in your environmeant are sfected by wel-
knowmn vulnerabifies.

==

BE MITRE ATT&CK

Security events from the knowledgs base of adversary iactics and
technigues besed on reakworld cogervatons

Disconnected agants

25

-
—0—
-0—

Pending agents Mever connecled agenls

1

AUDITING AND POLICY MONITORING

Policy monitoring _~L'v’ System auditing

‘erify that your systems are configured according to your security
policies bazeine.

Audit users behavior, monitoring command execution and alerting on
zccass to crfical fles.

Security configuration assessment

Scan your assets as part of a configuration assessment audit.

REGULATORY COMPLIANCE

PCI DSS [ NIST800-53
| )

Glotal security standard for entities that process, store or transmit
payment cardhalder data.

Mational Instifute of Standards and Technology Special Publication
200-32 (MIST 200-53) =ets guidelines for federal information systems.

GOPR

Senaral Data Prodection Regulation (GDFR) sets guideines for
processing of personal data.



WAZUH EN LA UPV/EHU:

MUCHOS DATOS (2) EVENTOS DE SEGURIDAD JEEEE Beume

Dashboard Events 5]
73048711 s 123164 1426340
48
= 4
e
Vg . I
¥ 1. LT

Security Alerts

Agent Agent neme Technique(s) Taotio(s) Deceription Level Rule 1D



WAZUH EN LA UPV/EHU:

MUCHOS DATOS Y ;AHORA QUE?

Segun vemos los logs y las alertas en Wazuh:

Creamos Dashboard especificos, segun servicio o alertas (opensearch)

= Fallos de auth :top de usuarios de Ips origen, ....
= (O wazuh. v Modules Security events @

L Ataq ues Dashboard Events

[ v  search

Creamos Alertas segun los datos: SR

= Email

= Integracion con Telegram

Filtrado en los FWs corporativos (WebHooKks):
=sAtaques VPN (ya implementada)
=Fallos de autenticacion x en 1 minuto

=Ataques Web

349

344098

0p MITRE ATTECKS

=

Universidad Euskal Herriko
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1435729
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EJEMPLOS

Dashboard Usuarios_Auth_fallo

1
D

Count

0&:00 12:00 15:00 18:00 21200

timestamp per 30 minutes

Usersuarios data.win.eventdata.targetUserName

m,

"

2000 0000O0DOCDOOOTCOSTS

-y

00:00

data.win.eventdata.ipAddress

‘\\“"I//y////

¥

O
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Full screen

Euskal Herriko
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Share Clone

® Count

Reporting



Dashboard Attack

timestamp per 30 minutes

data.srcip Rule_description Agent.Name

data.srcip: Descendi... Count rule.description: Descending Count agent.name: Descending v
6,461 Web server 400 error code 148,412
6,416 High amount of POST requestsina st 20,365
5,981 A web attack returned code
5,640 Common web attack
3,465 CMS (WordPress or Joomla) login att
1,650 SQL injectio tempt.
1,553 PHP internal error (missing file) 36
1,545 Multiple common web attacks from s:
1.360 Fortigate attack dete 13
<1 .2 > ¢ X
Eventos_search_Attack
Time » agent.name data.srcip rule.description data.url full_log
> Web se pleh 11567147
> Mans 2N 7072 frantanalansne i mnN2aaA47 Hink " h/ais ARaHATITN N 2AA AN TR - - [20AAIINTANVRD
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data.id

Count v data.id: Descending ¥ Count
404 110,736

30 405 22,588
200

15,960 400

15,048 40 3,738

5,660 401 2

4,606 410 858

3,751 116 814

3.725 409

& % 23 & 5 D oL 2

1-50 of 1

2001 "PAST Miklaiavfearvies nhn?

vorave foteh nntifirat 00

Euskal Herriko
Unibertsitatea




WAZUH EN LA UPV/EHU :

Universidad Euskal Herriko
del Pais Vasco  Unibertsitatea

=Integracién con terceros:

- AbuselPDB (Implementada)

- MISP (por ahora de pruebas, con Reyes-CCN-CERT)
- Virustotal (Licencia limitada)

Futuro (cercano???)

=Filtrado de ataques en el endpoint

=SCA (evaluacion de la configuracion de seguridad) ejemplo, longitudes de
password,

=(Muchas mas integraciones disponibles y documentadas en la web de Wazuh)
=mAnadir mas hosts (servidores departamentales, laboratorios, etc etc...)
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* PROS:
* Facil de implantar
* Escalable

* Comunidad viva con integraciones nuevas, reglas y decodificadores
* Cambios de configuracion en los agentes desde el Dashboard (ejemplo, directorio a

monitorizar)
* GRATIS... x ahora ©

« CONTRAS:
* Algo dura la configuracion de reglas y decodificadores (ficheros, pero mediante de la GUI)
* No todos los decodificadores llaman igual a los campos: ip, ip_address,... (Pero se puede
solucionar sin tocar los decodificadores THANKS COMUNIDAD)
* Consume recursos HW (sobre todo disco, dependera de lo que almacenes y periodo de
retencion)
* Se necesitan manos de seguridad para ir implementado nuevas acciones,....INTEGRACIONES
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